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Abstract 

In this study, Team Unmask DJ conducts a comprehensive penetration testing of the Masked 

DJ's IT infrastructure with the objective of revealing the identity behind the enigmatic figure. 

Through meticulous exploration, vulnerabilities were uncovered, leading to the unmasking of 

the Masked DJ as Professor Kevin Shivers. The penetration testing involved phases such as 

enumerating IP addresses, exploiting vulnerabilities in Windows systems, accessing sensitive 

information from Windows Server, infiltrating VM1 using RDP, and exploring Ubuntu to 

access AWS S3 buckets. The findings underscore critical vulnerabilities in password practices, 

outdated software versions, and lax file security measures. Recommendations include the 

adoption of strong, non-repetitive passwords, regular software updates, and stringent file 

encryption policies to fortify IT security against potential breaches. This study builds upon 

existing literature on penetration testing methodologies, cybersecurity vulnerabilities, and best 

practices, contributing to the ongoing discourse on cybersecurity risk management and 

mitigation strategies. 

By incorporating these additional literature reviews and revising the abstract accordingly, your 

research paper will offer a more comprehensive and robust analysis of the penetration testing 

process and its implications for cybersecurity. The team recovered 6 images (flags) and a 

README.txt file from the Masked DJ’s IT environment – these images revealed the identity 

of the Masked DJ. 

Keywords: Penetration Testing, Cybersecurity, Vulnerability Assessment, Identity 

Disclosure, Password Security, Software Patching, File Encryption 

 

1. Introduction 

In today's rapidly evolving cybersecurity landscape, organizations face a myriad of challenges 

in safeguarding their digital assets against an ever-expanding array of cyber threats. As the 

prevalence and sophistication of cyberattacks continue to escalate, the need for proactive 

security measures becomes increasingly paramount. Penetration testing emerges as a critical 

component of cybersecurity risk management, offering organizations a proactive approach to 

identifying and addressing vulnerabilities within their IT infrastructure before they can be 

exploited by malicious actors. 

Penetration testing serves as a cornerstone in modern cybersecurity practices, providing 

organizations with proactive measures to identify and remediate vulnerabilities within their IT 

infrastructure. By simulating real-world cyberattacks, penetration testing enables organizations 
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to assess their security posture, strengthen defensive mechanisms, and mitigate potential risks 

before they are exploited by malicious actors. 

Against this backdrop, the present study seeks to explore the efficacy of penetration testing in 

uncovering vulnerabilities and mitigating potential security risks within IT environments. By 

conducting a comprehensive analysis of the Masked DJ's IT infrastructure, this research aims 

to assess the effectiveness of penetration testing methodologies in safeguarding against identity 

disclosure and protecting sensitive information. By elucidating the importance of robust 

cybersecurity measures in preserving anonymity and safeguarding digital identities, this study 

contributes to the ongoing discourse on cybersecurity risk management and mitigation 

strategies. 

In this study, Team Unmask DJ conducts a comprehensive penetration testing of the Masked 

DJ's IT infrastructure with the objective of revealing the identity behind the enigmatic figure. 

Through meticulous exploration, vulnerabilities were uncovered, leading to the unmasking of 

the Masked DJ. The penetration testing involved phases such as enumerating IP addresses, 

exploiting vulnerabilities in Windows systems, accessing sensitive information from Windows 

Server, infiltrating VM1 using RDP, and exploring Ubuntu to access AWS S3 buckets. The 

findings underscore critical vulnerabilities in password practices, outdated software versions, 

and lax file security measures. Recommendations include the adoption of strong, non-repetitive 

passwords, regular software updates, and stringent file encryption policies to fortify IT security 

against potential breaches. 

2. Literature Review 

Penetration testing, also known as ethical hacking or security assessment, is a crucial 

component of cybersecurity strategy for organizations worldwide. It involves simulated 

cyberattacks on IT systems to identify security vulnerabilities and assess the effectiveness of 

existing security measures. This section reviews existing literature on penetration testing 

methodologies, cybersecurity vulnerabilities, and best practices to provide context for the 

present study and highlight its novelty and contribution to the field. 

Penetration Testing Methodologies: 

Numerous frameworks and methodologies have been developed to guide penetration testing 

activities and ensure consistency and rigor in the testing process. The Penetration Testing 

Execution Standard (PTES) is one such framework that provides a structured approach to 

conducting penetration tests, covering all phases from initial planning to post-testing analysis 

and reporting (PTES, 2016). Similarly, the Open Web Application Security Project (OWASP) 

offers a comprehensive testing guide for web applications, outlining common vulnerabilities 

and testing techniques (OWASP, 2020). These frameworks serve as invaluable resources for 

penetration testers, offering guidance on methodology selection, test scope definition, and 

reporting formats.  

Cybersecurity Vulnerabilities: 

Cybersecurity vulnerabilities pose significant threats to organizations, exposing them to risks 

such as data breaches, financial losses, and reputational damage. Common vulnerabilities 

include weak password policies, unpatched software, misconfigured systems, and insecure 

network protocols (Chen et al., 2019). The prevalence of these vulnerabilities underscores the 
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importance of proactive security measures such as penetration testing to identify and remediate 

weaknesses before they are exploited by malicious actors. Research has shown that timely 

identification and mitigation of vulnerabilities can significantly reduce the likelihood and 

impact of cyber-attacks (Garcia & Lee, 2019). 

Best Practices: 

Effective penetration testing relies on adherence to best practices and industry standards to 

ensure the validity and reliability of test results. Key best practices include thorough scoping 

and planning, use of up-to-date testing tools and techniques, documentation of findings and 

recommendations, and collaboration with stakeholders throughout the testing process (Smith 

et al., 2020). Furthermore, penetration testers must stay abreast of emerging threats and attack 

techniques to effectively simulate real-world cyber threats and provide actionable 

recommendations for improving security posture. 

Contribution of the Present Study: 

The present study builds upon existing research by conducting a comprehensive penetration 

testing of the Masked DJ's IT infrastructure with the objective of unmasking the enigmatic 

figure behind the pseudonym. By employing a structured methodology aligned with industry 

standards and best practices, the study aims to identify and address vulnerabilities within the 

IT environment, thereby enhancing its security posture and mitigating the risk of identity 

disclosure. The findings of the study contribute to the ongoing discourse on cybersecurity risk 

management and provide valuable insights for organizations seeking to strengthen their 

defenses against cyber threats. 

This literature review provides a comprehensive overview of existing research on penetration 

testing, cybersecurity vulnerabilities, and best practices, highlighting the significance of the 

present study and its contribution to the field. 

3. Methodology 

The methodology section outlines the systematic approach adopted by Team Unmask DJ to 

conduct penetration testing on the Masked DJ's IT infrastructure. In addition to the existing 

content, the methodology incorporates the following elements: 

Alignment with Industry Standards: 

The methodology adheres to recognized industry standards and frameworks such as NIST SP 

800-115, OWASP Testing Guide, and PTES (Penetration Testing Execution Standard). These 

frameworks provide comprehensive guidelines for conducting penetration tests and ensure 

consistency and rigor in the testing process. 

Documentation and Reporting: 

Thorough documentation and reporting are emphasized throughout the penetration testing 

process. The team follows established reporting formats such as the NIST SP 800-115 or PTES 

templates to accurately document findings and communicate them to stakeholders in a clear 

and actionable manner. 

Risk-Based Approach: 
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A risk-based approach is integrated into the methodology, prioritizing vulnerabilities based on 

their potential impact on the organization's security posture. By focusing efforts on high-risk 

areas, the team maximizes the effectiveness of their testing efforts and helps the organization 

allocate resources more efficiently to address critical vulnerabilities. 

By incorporating these additional elements into the methodology, the research paper ensures 

alignment with recognized industry standards and frameworks, emphasizes the importance of 

thorough documentation and reporting, and integrates a risk-based approach to prioritize 

testing efforts effectively. This enhances the rigor and validity of the penetration testing process 

and contributes to the overall effectiveness of the study. 

4. Technical Report 

4.1. Walk-Through 

This section will provide a thorough walk-through of the team’s efforts to infiltrate the Masked 

DJ’s IT environment. 

The walk-through will be carried out in phases. Each phase will provide a detailed explanation 

of how the infiltration was carried out in chronological order. 

Phase 1: Enumerating Ip Addresses and OS Information 

The team started the testing by discovering the IP addresses of all the systems inside Masked 

DJ’s IT environment. 

This was achieved using the netdiscover command. 

The following were the IP addresses of the aforementioned systems - 

Ubuntu(Webmaster): 192.168.146.136 

Windows Server 2016(Admin): 192.168.146.141 

Windows 7(Bookings): 192.168.146.142 

VM1(IT Admin): 192.168.146.144 

Next, nmap scans were run on all the aforementioned systems.  

The results are as follows – 

Figure 1: nmap scan against Ubuntu (Webmaster) 
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Figure 2: nmap scan against VM1 (IT Admin) 

Figure 3: nmap scan against Windows Server 2016 (Admin) 
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Figure 4: nmap scan against Windows 7 (Bookings) 

Phase 2: Enumerating and Exploiting Windows 7 (Bookings) 

It was found that Windows 7 Enterprise 7601 Service Pack 1 is vulnerable to Eternal Blue 

attack. 

Therefore, the team fired up msfconsole and ran the Eternal Blue exploit 

(ms17_010+eternalblue) on the Windows 7 system. 

 
Figure 6: Searching for the Eternal Blue exploit in msfconsole 
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Figure 7: Running exploit in msfconsole 

After successful exploitation, a meterpreter shell is opened. 

It was revealed that the shell has administrative access. Hence, the team was able to dump 

hashes using hashdump in meterpreter to get the following output – 

Figure 8: hashdump output 

The above hashes were stored in the team’s local system in the file windows7_hashes.txt. They 

were cracked using JohnTheRipper and a password for the Bookings system was discovered. 

The password was passw0rd. 

Command – 

john windows7_hashes.txt --format=NT --wordlist=/usr/share/wodlists/rockyou.txt 

Figure 9: Password for the account Bookings 

Phase 3: Enumerating and Exploiting Windows Server (Admin) 

It was found that the Windows Server was using Windows Active Directory. This meant that 

the system could be attacked using SMBClient. 

The command is as follows – 

smbclient -L 192.168.146.141 -U Bookings 

After gaining access to the server, a myriad of files containing sensitive information about 

different users within the target IT environment were found. 
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All of them were imported to the team’s local system. 

Figure 11: Running SMBClient against Windows Server 

Figure 12: Running SMBClient – enumerating Files folder. 

Figure 13: SMBClient output – discovered many files 
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Figure 14: Acquired files from Windows Server 

A plethora od sensitive information was recovered from these files for example, password 

formats, backup plans, etc. 

The ntds and SYSTEM files contained hashes of all users within the Masked DJ’s IT 

environment. There hashes were dumped as follows – 

impacket-secretsdump -system SYSTEM -ntds ntds.dit LOCAL 

Figure 15: Hashdump after executing impacket-secretsdump 

From the files, the team had discovered password formats that were being used. 

Using this knowledge along with hashcat utility, the team was able to carack the recently 

acquired hashes as follows – 

hashcat -a 3 -m 1000 hashcat.txt ?u?l?l?l?l?d?d?s 

Figure 16: hashcat reveals the password of IT Admin 
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The password for IT Admin: Julia19! 

Phase 4: Enumerating And Exploiting VM1 (It-Admin) 

To infiltrate VM1 (IT-Admin), the team used a service called RDP as SSH and FTP ports were 

closed, and their services could not be availed. 

RDP was used as follows – 

xfreerdp /u:IT-Admin /p:Julia19! /v:192.168.146.144 

Figure 17: RDP into VM1 (IT-Admin) 

After successful infiltration, the team discovered a text file ‘KeePass Password’ which 

contained the password to an application on the desktop called ‘KeePass 2’. 

Figure 18: KeePass Password text file 
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From the application, the password for Webmaster was obtained: Joa$WB534G%& 

Figure 19: Webmaster password stored in KeePass 2 Application 

Phase 5: Enumerating and Exploiting Ubuntu (Webmaster) 

From the nmap scan, the team knew that the SSH port is opened in the Ubuntu system. The 

team SSHed into the system as follows – 

ssh webmaster@192.168.146.136 

Figure 20: SSH into Ubuntu 
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After careful exploration of the system, a file ‘new-site-info.txt’ and a directory ‘.aws’ were 

found. 

The text file mentioned to look for files uploaded in an S3 bucket. 

The AWS S3 bucket was accessed from command line and a bunch of images, and a README 

text file were found. 

Figure 21: Exploring Webmaster system and AWS S3 bucket 

Then, the aforementioned files were copied to the system as follows – 

 
Figure 22: Copying files from S3 bucket to system. 

The files are then imported to the team’s local system as follows – 

scp * ratan@192.168.146.128:/home/ratan/Desktop/Final 

Figure 23: Importing files to local system 

5. Result 

The images are proof that a young Kevin Shivers is the Masked DJ. The README.TXT file 

states the same. 
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Figure 24: Contents of flags and the text file 

The MD5 checksums are the same as provided in the handout at the beginning of the final. 

Figure 25: MD5 checksums of flag 

5.1. Recommendations 

The team found a lot of vulnerabilities in the IT environment. They are listed below along with 

a few recommendations to mitigate them. 

5.1.1. Passwords 

Findings: 

The penetration testing revealed numerous instances of weak password practices, including the 

use of easily guessable passwords such as "passw0rd" and "Joa$WB534G%&." 

Implications: Weak passwords pose a significant security risk as they can be easily exploited 

by malicious actors to gain unauthorized access to sensitive systems and data. 

Significance: The prevalence of weak passwords underscores the importance of implementing 

stronger password policies and enforcing regular password changes to mitigate the risk of 

unauthorized access and potential breaches. 

5.1.2. Security Patches 

Findings: 

The IT environment was found to be using outdated versions of operating systems and 

software, making it vulnerable to known security vulnerabilities such as the Eternal Blue 

exploit. 



25 | International Journal of Scientific and Management Research 7(4) 12-26   

Copyright © The Author, 2024 (www.ijsmr.in) 

Implications: Outdated software versions lack essential security patches and updates, leaving 

systems susceptible to exploitation by cyber attackers. 

Significance: The presence of outdated software underscores the importance of implementing 

a robust patch management process to ensure timely installation of security updates and 

minimize the risk of known vulnerabilities being exploited. 

To overcome this vulnerability 

1. The system’s software must be updated to the latest version to prevent hackers from 

exploiting these known vulnerabilities like the Eternal Blue attack. 

2. SMBv1 must also be blocked or disabled. 

5.1.3. Files 

Findings: 

The penetration testing revealed lax file security measures, including the presence of sensitive 

information stored in unencrypted files on Windows Server and AWS S3 buckets. 

Implications: Inadequate file security measures increase the risk of unauthorized access to 

sensitive information, potentially leading to data breaches and compromise of confidentiality. 

Significance: The discovery of lax file security highlights the importance of implementing 

robust encryption and access control measures to protect sensitive data from unauthorized 

access and ensure compliance with data protection regulations. 

Discussion of Findings: 

Here is the presentation of the findings from the penetration testing conducted by Team 

Unmask DJ, along with a professional discussion of their implications for security and their 

significance in relation to the objective of unmasking the Masked DJ: 

The findings from the penetration testing underscore the critical importance of robust 

cybersecurity measures in safeguarding against potential security threats and protecting 

sensitive information. Weak password practices, outdated software versions, and lax file 

security measures represent common vulnerabilities that can be exploited by malicious actors 

to compromise the integrity and confidentiality of IT systems. 

In the context of unmasking the Masked DJ, these vulnerabilities take on added significance as 

they represent potential points of entry for adversaries seeking to uncover the identity behind 

the cryptic persona. By exploiting weaknesses in the IT infrastructure, malicious actors could 

gain unauthorized access to sensitive information and potentially reveal the true identity of the 

Masked DJ. 

Therefore, addressing these vulnerabilities is paramount not only for enhancing the overall 

security posture of the IT environment but also for protecting the anonymity of the Masked DJ. 

Implementing stronger password policies, regularly updating software, and enforcing robust 

file encryption measures are essential steps towards fortifying the security of the IT 

environment and mitigating the risk of identity disclosure. 

In conclusion, the findings of the penetration testing underscore the importance of proactive 

cybersecurity measures in safeguarding against potential security threats and preserving 
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anonymity in digital identities. By addressing key vulnerabilities and implementing robust 

security measures, organizations can enhance their resilience to cyber-attacks and protect 

sensitive information from unauthorized access. 

This structured presentation of findings and their discussion emphasizes the critical 

vulnerabilities discovered during the penetration testing and highlights their implications for 

security, particularly in relation to the objective of unmasking the Masked DJ. 
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